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Palo Alto Networks® and RedSeal Partnership

Technology Segment: Network Security Configuration and Risk Management

SOLUTION OVERVIEW

Large, complex networks require the implementation and management
of thousands of access rules. It can be difficult to determine the devices
and rules that are responsible for unwanted access. Unwanted open
access paths that contain vulnerabilities can leave organizations open
to attack and allow an intruder to gain access to critical data systems.

HIGHLIGHTS To increase operational efficiency and reduce risk, Palo Alto Networks and RedSeal
have partnered to ensure uniform visibility, defense and ongoing management of an
= Pinpoint weaknesses with end-to-end network organization’s entire firewall and network device infrastructure.

visibility, including hosts

= Dynamically model access to the network and
critical assets

= Predictive threat modeling and metrics to
maximize efficiency

= Policy change exposure and impact assessments
= Automated and exposure-based remediation
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RedSeal - precise visualization of network access paths and the prioritization of network risk

RedSeal is a proactive security management solution that provides continuous
monitoring of the predefined access paths within corporate and government
network environments. It gathers configuration of all networks devices including
firewalls, routers and load balancers to build a virtual model of an enterprise
network by analyzing how the rules on these devices work together to

protect business assets. RedSeal can also validate access configurations against
governmental and industry-driven compliance regulations, as well as internally
defined security policies.

RedSeal's integration with the Palo Alto Networks next-generation firewall ensures
uniform visibility, defense and ongoing management of an organization’s entire
firewall and network device infrastructure. The combination of Palo Alto
Networks next-generation firewalls and RedSeal allows end-users to visualize
their network topology, validate end-to-end access routes, import vulnerability
scan data to prioritize remediation efforts, and continuously monitor and track
changes to ensure ongoing compliance.
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PALO ALTO NETWORKS

Palo Alto Networks® (NYSE: PANW) is the leading next-generation
network security company. Its innovative platform allows
enterprises, service providers, and government entities to secure
their networks by safely enabling the increasingly complex and
rapidly growing number of applications running on their networks
and by providing prevention against cyberthreats. The core of

the Palo Alto Networks platform is its Next-Generation Firewall,
which delivers application, user, and content visibility and control
integrated within the firewall through its proprietary hardware and
software architecture. Palo Alto Networks products and services
can address a broad range of network security requirements, from
the data center to the network perimeter, as well as the distributed
enterprise, which includes branch offices and a growing number of
mobile devices. Palo Alto Networks products are used by more than
12,500 customers in over 100 countries.

www.paloaltonetworks.com

REDSEAL

RedSeal provides a cybersecurity analytics platform to Global
2000 organizations that certifies evolving networks are

secure and accelerates compliance initiatives. Companies are
increasingly challenged with network complexity that far exceeds
their ability to effectively understand and manage. RedSeal’s
advanced analytics engine creates a functioning model of your
network, tests your network to identify security risks, prioritizes
needed actions, and gives you critical information to quickly
remediate issues. The result: reduced cybersecurity risk and
lower maintenance and incident response costs. RedSeal serves
customers in North America, Europe, and Asia that include
leaders in finance, retail, technology, utilities, service providers,
and government, all served by RedSeal’s channel partner network.
RedSeal also partners with leading security companies to provide
comprehensive security solutions. For more information, please
visit RedSeal.co.

https://redseal.co

4301 Great America Parkway
Santa Clara, CA 95054

+1.408.753.4000
Sales: +1.866.320.4788
Support:  +1.866.898.9087
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